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•	Before adopting cloud-based services, state and local governments need  
to better understand the cloud and how it works. 

•	 The cloud is a combination of processes, methodologies, and technologies.

•	Misconceptions about the cloud are common.

•	 To sell the cloud to internal decision makers, it is essential to develop the 
business case and a backout strategy.

•	Microsoft’s Azure Cloud Platform is ideal and economical for many 
government IT workloads.
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Overview
While many local and state governments have 
moved services into the cloud, others remain 
skeptical, but still want to know more about 
its potential value. As government agencies 
become more educated about the cloud, they 
must consider whether public, private, or 
hybrid cloud environments will best suit their 
needs.

Selling a cloud migration initiative to internal 
decision makers requires a solid business 
case. Microsoft’s Azure Cloud Platform is a 
good option, based on hardware cost savings, 
elastic capacity provisioning, managed environ-
ment, and robust data center network. It can 
be an effective alternative for virtual machines, 
deployment of packaged applications, website 
hosting, data storage, and more.

Context
Bill Wolpin, Rod Trent, and Steve Read dis-
cussed cloud adoption in the state and local 
government sector, as well as how Micro-
soft’s Azure Cloud for Government can ease 
that migration.

Key Takeaways
Before adopting cloud-based 
services, state and local governments 
need to better understand the cloud 
and how it works. 
American City & County recently conducted a 
cloud survey which received the highest 

response of any survey in the last 18 months. 
Respondents represented:

•	Municipalities, towns, and boroughs: 61%

•	Counties: 20%

•	States: 12%

•	Special districts: 6%

Bill Wolpin discussed the survey’s major 
findings:

•	Government agencies see the cloud 
growing in importance, but want to learn 
more about how it can help them do 
their jobs. When asked what cloud topics 
they were most interested in, close to two 
thirds of respondents (63%) said they 
wanted to learn more about cloud basics 
and 36% indicated wanting to understand 
how the cloud could improve delivery of 
citizen services. A concern for 29% of 
respondents was cloud security and compli-
ance standards.

•	Many organizations are hesitant about 
moving services to the cloud. Almost half 
of survey respondents (47%) said their 
organizations haven’t yet moved any 
services to the cloud and an additional 30% 
said they were unsure. 

•	Government agencies that have moved 
services to the cloud have seen clear 
benefits. Among respondents using the 
cloud, the most common services are  
email and unified communications (48%), 
data storage (46%), and application hosting 
(39%). Adopters are seeing benefits like 
greater accessibility on different devices 
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(62%), decreased costs of building and 
maintaining the IT infrastructure (42%), and 
improved management efficiency and 
response (33%). Over one third of respon-
dents (38%) have been using cloud services 
for more than a year and 39% have been 
using them for 6 to 12 months. 

These findings are encouraging for govern-
ment agencies that are considering the 
cloud, since their primary reasons for 
interest are cost savings (50%), accessibil-
ity (39%), and manageability (35%). Their 
top reasons for avoiding the cloud have 
been security and data privacy concerns 
(53%), cost and budget issues (45%), legal 
and liability issues (27%), and lack of 
executive support (27%).

•	Respondents need more education about 
the cloud. When asked what type of 
service their organizations were most 
seriously considering for cloud deployment, 
over half (56%) said they didn’t know. In 
addition, 61% indicated that they didn’t 
know what methods of implementing cloud 
service their organizations were currently 
considering. 

The cloud is a combination of 
processes, methodologies, and 
technologies. 
The cloud has its roots in virtualization. 
Virtualization is the ability to run multiple 
server instances and applications on a single 
piece of hardware. Virtualization saves organi-
zations money because they no longer have 
to buy multiple servers to support their 
applications. In the past, as virtual machines 
ran they continually consumed additional 
computing resources and IT pros had to 
manage the workloads. Over time, however, 
those processes became automated, which 
relieved the IT burden. 

Although many people envision the cloud as a 
place where requests or data go, it is really 
about the processes and methodologies that 
have been created to efficiently manage 
virtualized environments. The cloud is more 
than virtualization. It is an optimized data 
center that incorporates orchestrated cloud 
attributes. 

Rod Trent discussed three types of cloud envi-
ronments:

1. Public clouds. These are clouds that are 
100% hosted and can be broadly accessed. 
One example is the Microsoft Office 365 

Employees at state and local 
governments want to be part 
of the decision to move 
services to the cloud. However, 
before that can occur they 
need to better understand the 
cloud and its value.

Bill Wolpin 
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subscription service which is completely 
hosted at Microsoft data centers. In many 
cases, public clouds mirror what exists 
on-premise. Windows Azure, for instance, 
mirrors almost exactly what an on- premise 
data center can do. Advantages of public 
clouds include reduced hardware and 
software licensing costs. These expenses 
are incorporated into subscription costs. 

2. Private clouds. Private clouds are on-prem-
ise data centers that run with the same 
processes, methodologies, and economies 
of scale as public clouds. Organizations 
with private clouds achieve cost savings 
through automation, but still incur the costs 
associated with server hardware and 
software licensing. 

3. Hybrid clouds. Hybrid clouds are com-
posed of at least one private and one public 
cloud. As a result, resources are both 
in-house and hosted. Since Microsoft owns 
the majority of the market for on-premise 
servers and client operating systems, it is 
no surprise that they are one of the only 
vendors offering a special conduit between 
internal data centers and public clouds. 

Hybrid clouds allow organizations to take 
full advantage of public cloud resources, 
while retaining control over processes 
internally until it makes sense to migrate 
them. Trent noted that when companies 
purchase hardware, they usually expense it 
over a three- to five-year period. It may not 
make sense to migrate completely to the 
cloud until on- premise hardware is com-
pletely expensed. Hybrid clouds allow 

organizations to make the most of hard-
ware investments, while expanding their 
internal network capacity at a moment’s 
notice with a public cloud.

Misconceptions about the cloud  
are common.
Since the cloud is relatively new, it is not 
surprising that government agencies often 
don’t have a complete understanding of what 
it is and how it works. Rod Trent clarified five 
misconceptions about the cloud:

1. The cloud is a place. The cloud is not a 
specific place. It could be anywhere. The 
cloud is about processes.

2. The cloud will always save money. 
Organizations must decide which parts of 
their IT infrastructure make economic 
sense to move to the cloud. In most cases, 
organizations won’t migrate everything 
from their data centers to the cloud. 

3. The cloud is not secure. Although no 
system (even on-premise data centers) are 
100% secure, companies like Microsoft 
have spent considerable resources to 
ensure that their cloud services are highly 
secure and meet regulatory requirements. 

4. The cloud is data blackmail. Some host-
ing companies make organizations sign 
agreements that give away access to their 
data. However, not all do. Microsoft is one 
of the only companies that encrypts cloud 
data and allows customers to retain com-
plete ownership over the data. 
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5. The cloud will kill IT. There is little doubt 
that the cloud will change IT and IT pros 
must adapt. However, it will certainly not 
make IT obsolete. 

To sell the cloud to internal decision 
makers, it is essential to develop the 
business case and a backout strategy. 
Cost is always the deciding factor for winning 
over decision makers. When it comes to the 
cloud, it is important to develop a strong 
business case that demonstrates the eco-
nomic benefit. 

IT professionals may need to partner with 
colleagues on the business side to develop 
that plan. In addition, it is essential to develop 
a backout strategy. There must be a viable 
Plan B, if the cloud option doesn’t work out.

Microsoft’s Azure Cloud Platform is 
ideal and economical for many 
government IT workloads.
Microsoft’s Azure Cloud Platform is designed 
around five cloud principles:

1. Economics. Hardware cost savings are 
usually the biggest driver for moving to the 

cloud. As soon as IT teams buy hardware, it 
starts obsolescing and requires mainte-
nance. The cloud eliminates that problem.

2. Usage based. Computing, network, and 
storage resources are allocated on an 
as-needed basis.

3. Automated and elastic. Windows Azure 
resources grow automatically to meet 
demand and shrink when demand decreas-
es. Users no longer have to buy expensive 
hardware that is oversized to accommodate 
worst-case demand scenarios.

4. Managed. Windows Azure provides many 
metrics to quantify usage of computing 
resources, storage, and networking capac-
ity. 

5. Always up, always on. Windows Azure is 
designed to inherently provide failover, busi-
ness continuity, and disaster recovery. 
Organizations can choose the deployment 
data center for their solution and can 
failover to a different data center in the 
Microsoft network. 

IT pros must learn cloud 
processes so they can serve 
as a mediator for their 
organizations and 
recommend what makes 
sense and what doesn’t.

Rod Trent 
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Steve Read explained how Windows Azure 
can support four common government IT 
workloads:

•	Virtual machines (VMs) on demand. 
Windows Azure is a fast, simple way to 
port VMs inexpensively to the cloud and 
eliminate on-premise hardware. It can take 
three to four months to set up hardware for 
dev-test environments. With Windows 
Azure, this can be done in less than an 
hour, and once users are done with the VM, 
it can be torn down. This approach is 
becoming the norm for dev-test environ-
ments. Organizations can use Windows 
Azure-provided virtual hard disks (VHDs) or 
their own. Both Windows and Linux are 
supported. Windows Azure Virtual Network 
connection costs are just $0.05 per hour.

•	Deploying packaged solutions. With 
Windows Azure, there is no need to wait 
for central IT to deploy packaged solutions. 
In addition, IT resources become an operat-
ing expense, rather than a capital expense. 
This can be an economical approach if an 
organization is running out of data center 
space. 

•	Moving a website to the public cloud. 
With state and local government websites, 
traffic usually spikes around events like 
elections or storms. Windows Azure scales 
up when traffic increases and then scales 
back. Windows Azure Web Sites allows 10 
free websites and paid sites range from 
$0.02 to $0.40 per hour. Websites can run 
in their own VM if desired and can use 
other Windows Azure services, such as 
blob storage. 

•	Data storage. As government data vol-
umes grow, the cloud offers fault tolerance 
and data redundancy. Primary data storage, 
as well as archive, backup, and DR, can be 
consolidated through seamless integration 
with Windows Azure. StorSimple is a cloud-
integrated storage appliance that connects 
Windows and VMware servers to Azure 
storage in minutes without application 
modification. Windows Azure becomes an 
almost unlimited hard drive for an organiza-
tion’s IT needs. Windows Azure and Stor-
Simple reduce enterprise storage total cost 
of ownership by 60% to 80%. 

Maybe you want to start 
downsizing some aspects of 

your data center, or put entire 
workloads in the cloud and 

leave other ones on premise. . . 
. The nice story with Microsoft’s 

Windows Azure Cloud is you 
have that ability.

Steve Read 
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It’s easy and economical to get started with 
the Microsoft Cloud. Organizations can 
choose the StorSimple 7020 device plus 
Azure Cloud resources, deployment planning 
services, and a Concierge Onboarding service, 
which includes consultation with a Cloud 
Solutions Architect. All of this is available at 
affordable levels for all sizes of governments. 
To learn more, contact your Microsoft  
Account Manager or email slgazure@micro-
soft.com.

mailto:slgazure%40microsoft.com?subject=Learn%20More%20About%20Microsoft%20Cloud
mailto:slgazure%40microsoft.com?subject=Learn%20More%20About%20Microsoft%20Cloud
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